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ABSTRACT  

 

Cloud computing provides a large repository of information that is available to everyone as a service.  Research in Australia 

indicates that 14 million people living in Australia use some form of cloud computing services, and approximately 900,000 small 

and medium enterprises businesses had actively used cloud computing services.  As business that manage the new dimensional 

demands of data and cloud, there are challenged for governments in providing a robust legal framework and a pro-business 

environment. This is because cloud computing poses both information privacy and data security risks for users of cloud 

computing service. The information privacy risks relate to the use and disclosure of ‘personal information’ and ‘sensitive 

information’ about consumers without their consent while there is security threats from cloud computing related to data 

location, privileged user access, data segregation, recovery, investigative support and long-term viability and regulatory 

compliance. Trust and confidence in cloud computing by consumers and business using cloud computing is critical for its 

growth. This article explores the legal and regulatory implications for information privacy arising from cloud computing; and if 

new information privacy laws are needed to protect consumer information stored in the cloud and to support the growth of cloud 

computing industry in Australia. A comparative analysis of the privacy laws in the United States with that in Australia is 

undertaken to provide additional insights to understanding the legal and regulatory implications of adopting cloud computing 

services in Australia.  
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1. Introduction  
 

Cloud computing services are an emerging and important part of the digital economy.1 According to the Australian 

Communications and Media Authority, approximately 900,000 (44 percent) small and medium enterprises (SMEs) had actively 

used cloud computing services by May 2013.2 Statistics also indicate that nearly 14 million people living in Australia between 

the ages of 18 years and over actively use cloud computing services in 2013. The most common cloud computing service used 

were webmail services (88 per cent), cloud based software (40 per cent); webmail services (57 per cent) and file-sharing service 

(43 per cent).3  Research in Australia further indicate that cloud computing market in Australia is likely to grow strongly and the 

compound growth rates for industry revenue is estimated to be between 19 to 25 percent per annum.4 Although there are benefits 

to the digital economy from cloud computing, there are threats to information privacy and data security. For example, consumers 

have identified that there is a lack of security (52 percent), lack of trust in companies providing cloud computing services (14 

percent) and the perceived reliability of services (12 per cent).5  The information privacy and data security risks arising out of 

cloud computing been identified as some of the biggest obstacles to using cloud computing.6  In addition to the global concerns 

for privacy and data security, there are cross-border regulatory challenges for governments due to: the ubiquitous nature of the 

Internet, and the uncertainty about the location of the personal and sensitive data in the cloud which is complicated by the 

uncertainty of regulatory jurisdiction in the online environment where national laws are generally not applicable. Regulators are 

not able to constrain cloud services, or provide adequate information privacy protection for consumers and businesses that use 

cloud computing services. Cloud readiness, providing a robust legal framework and a pro-business environment are challenges 

for government and business that manage the new dimensional demands of data and cloud. For the future growth and 

development of cloud computing services, it is critical that regulators and cloud computing service providers are able to manage 

the new dimensional demands of data and cloud.  This article explores the legal and regulatory implications for information 

privacy arising from cloud computing; and if new information privacy laws are needed to protect consumer information stored in 

the cloud and to support the growth of cloud computing industry in Australia. A comparative analysis of the privacy laws in the 

                                                 
1 Australian Government, Australian Signals Directorate, (2012) Cloud Computing Security Considerations, 1 (accessed on 12 

September 2014) <http://www.asd.gov.au/publications/csocprotect/Cloud_Computing_Security_Considerations.pdf>; Tene, O. 

& Polonetsky, J. (2012). Privacy in the Age of Big Data: A Time for Big Decisions, Stanford Law Review, 64, pp. 63-69, at p 63. 
2 Australian Communications and Media Authority (ACMA). (2014). Communications Report Series, Report 2 – Cloud 

Computing in Australia, pp. 1-26, at p. 1. 
3 Australian Government, Australian Signals Directorate, above n 1. 
4 Australian Communications and Media Authority (ACMA). (2014), above n 2, at 1. 
5 Australian Government, Australian Signals Directorate, above n 1 at 2.  
6 King, N. J., & Raja, V. T. (2012).  Protecting the Privacy and Security of Sensitive Customer Data in the Cloud, Computer Law 

and Security Review, (28) pp. 308 - 417 at pp. 309-10. 

mailto:t.rajaretnam@uws.edu.au
http://www.asd.gov.au/publications/csocprotect/Cloud_Computing_Security_Considerations.pdf
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United States with that in Australia is undertaken to provide additional insights to understanding the legal and regulatory 

implications of adopting cloud computing services in Australia.  The next section provides a brief overview of cloud computing, 

the cloud computing models, the benefits and risks related to cloud computing. 

 

2. Cloud Computing Service 
 

Cloud computing refers to the delivery of hosted services over the Internet.7 In contrast to traditional computer 

applications that provide access content across the internet independently without reference to the underlying host infrastructure, 

cloud computing encompasses multiple computers, servers and networks.8 Software developers have developed software for 

millions of users to consume cloud computing as a service.9 Cloud computing system consist of a collection of inter-connected 

and visualised computers that provide one or more unified computing resource(s) based on service-level agreements established 

through negotiation between the service provider and consumers.10 A cloud computing system has the capacity to capture and 

process consumer information for commercial and other purposes. There are a number of types of common cloud computing 

service models available in the market. The three commonly used cloud computing service models are: the Infrastructure as a 

Service (IaaS) model; the Platform as a Service (PaaS) model; and the Software as a Service (SaaS) model. The Infrastructure as 

a Service (IaaS) model is a model in which the cloud computing service provider or vendor provides the customer(s) with the 

physical computer hardware including CPU processing, memory, data storage and network connectivity and the cloud service 

provider uses virtualisation software to provide this form of cloud service. The service is available to a single customer or to 

multiple customers (Multiple tenants) where the customer(s) is able to choose and run software applications of their choice and 

control and maintain the operating systems and software applications of their choice. Examples of cloud computing service 

providers that use the IaaS model include Amazon Elastic Computer Cloud (EC2), GoGrid and Rackspace Cloud.11  The second 

model is the Platform as a Service (PaaS) model where the cloud service provider provides the customer(s) the Infrastructure as a 

service and the operating system and server applications such as web servers. The PaaS model allows the service provider to 

control and maintain the physical computer hardware, operating systems and server applications. The customer is only able to 

control and maintain the software applications developed by the customer. Internet service providers such as Google App 

Engine, Force.com, Amazon Web Services, Beanstalk and Microsoft Windows Azure platforms provide the PaaS vendor 

services.12  The third model is the Software as a Service (SaaS) model.  In the SaaS model, the customer is provided with an 

application that include an email account and an environment for users to access their cloud computing service via a web 

browser.  There is no need for customers to install or maintain additions software applications. The customer is able to control 

and maintain limited applications configuration settings specific to users creating such as an email address distribution lists. The 

customer is also able to access the end-user applications via a web browser and able to collaboratively develop and share files 

such as documents and spreadsheets. Providers of the SaaS cloud computing model include Salesforce.com, Google Docs and 

Google Gmail.13 

 

2.1 The Benefits and Risks  
 

Those who use cloud computing services identified that the main benefits include: the ability to access these services 

across all devices (43 percent), data files remaining safe if anything happens to their computer (33 percent) and freeing up space 

on their personal computers (19 percent).14 For example, unlike traditional computer software programs, cloud computing 

software programmes are run by cloud servers, provide customers of the service a ubiquitous, convenient and on demand 

network access to a pool of configuring computing resources such as networks, servers, storage, applications and services.15 

Cloud computing is able to provide users of the service a large repository of information that is available to everyone as a 

service.  

Businesses and consumers are able to access applications from anywhere in the globe.  Cloud computing also offers businesses 

cost savings and improved business outcomes. As there are a range of cloud service providers, each provide is able to provide a 

different model of cloud computing services to a customer. Each type of cloud computing service model used depends on the 

customer’s needs and affordability. 

The risks in adopting cloud computing vary depending on the cloud computing service models provided by the vendor 

or process, how the cloud vendor or cloud service provider has implemented their specific cloud services and the sensitivity of 

the data stored.16 Depending on the types of cloud service models offered to the customer, a service provider may vet customer 

emails, web traffic through external data storage and access personal productivity applications. The information privacy peril in 

                                                 
7 Australian Government, Australian Signals Directorate, above n 1 at 1. 
8 Tasneem, F. (2014) Electronic Contracts and Cloud Computing, Journal of International Commercial Law and Technology, 9 

(2), 105-115 at 105. 
9 Buyya, R., et al. (2009). Cloud Computing and Emerging IT Platforms: Vision, Hype, and Reality for Delivering Computing as 

the 5th Utility, Future Generation Computer Systems, 25 (6) pp. 599-615 at p. 599. 
10 Australian Communications and Media Authority. (2014). Communications Report Series, Report 2 – Cloud Computing in 

Australia, (2014) 1-32 at 6; Buyya, R., et al, Cloud Computing and Emerging IT Platforms: Vision, Hype and Reality for 

Delivering Computing as the 5th Utility, Future Generation Computer System (2009), doi:10.1016.2008.12.001 

<http://www.elsevier.com/locate/fgcs>. 
11 Australian Government, Australian Signals Directorate. (2012) above n 1.  
12 Ibid. 
13 Ibid. 
14 Ibid. at 2. 
15 Ibid. 
16 Ibid. 
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the clouds relate to the use and disclosure of ‘personal information’ and ‘sensitive information’17 about consumers without their 

consent.18 The customer or data subject whose personal information is being collected by a business or cloud service provider, 

may be exposed without their consent or knowledge.19 While some risks such as vetting of emails may be acceptable if 

consented to by some customers (for example, for those using Gmail messaging), this may not be the case if similar technologies 

are used to vet a businesses’ emails or sensitive data that include its data relating to trade secrets or intellectual property data. 

The cloud service user is also often tracked or forced to give personal information against their will or in a way in which they 

feel uncomfortable and this creates a lack of trust in the service provider. The data security threats from cloud computing relate 

to data location, privileged user access, data segregation, recovery, investigative support and long-term viability and regulatory 

compliance.20 A cloud computing service providers may not be able to ensure a secure environment and protect the data that is 

provided by their customer.21 In contrast to the traditional systems of computer usage that are on identifiable location, assigned 

to dedicated servers that are integrated into one’s own network, masked behind firewalls, and other gateway boundaries, cloud 

services are highly visible and designed to be accessible from anywhere by anyone. This attracts malicious hackers like bees to 

honey and make it easy for attackers to hack into the system. For businesses using cloud service, non-compliance with the cloud 

service provider’s enterprise policies or regulation give rise to loss of trust or legal liability. If businesses subscribing to cloud 

computing, fail to protect the personal and sensitive information of its customers such data security failures in the cloud may lead 

to lawsuits, invite investigation by regulators and undermine consumers’ trust. The next section examines the regulation of 

information privacy and data security. It provides an overview of the international landscape for information privacy and data 

security, and then contrasts this with the regulation in the United States and in Australia for information privacy related to cloud 

computing. 

 

3. Regulation of Information Privacy and Cloud Computing 
 

Concerns about the developments of information technologies include: increased collection and storage of personal 

information; the speed at which information could be retrieved; enhanced linkages between information systems and aggregation 

of personal information obtained from a variety of sources; data security and the cross border flows of personal information.22 

There have been international efforts to protect information privacy and security of information in the form of self-regulatory 

industry codes, the development of fair information practices 23 and privacy principles that may be voluntarily adopted by 

businesses or informed national efforts to adopt information privacy legislation. However, there are regulatory gaps that exist in 

the protection of personal and sensitive information about individuals. Some of these gaps and limitation in the regulation of 

information privacy and how policy makers have provided for cloud service across national borders are examined in the 

following sections.  

 

3. 1 International landscape 
 

At the international level, the OECD’s Guidelines on the Protection of Privacy and Transborder Flows of Personal 

Data (1980) (‘1980 OECD Guidelines’),24 and the European Union’s Directive 95/46/EC of the European Parliament and of the 

Council of 24 October 1995 on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free 

Movement of Such Data (‘Directive 95/46/EC’) 25 and Directive 2002/58/EC of the European Parliament and of the Council of 

                                                 
17 Privacy Act 1988 (Cth) s 6 defines ‘personal information’ to mean ‘information or an opinion about an identified individual, or 

an individual who is reasonably identifiable: (a)  whether the information or opinion is true or not; and (b) whether the 

information or opinion is recorded in a material form or not”; and ‘sensitive information’ to mean ‘(a) information or an opinion 

about an individual's, racial or ethnic origin; or political opinions; or membership of a political association; or religious beliefs or 

affiliations; or philosophical beliefs; or membership of a professional or trade association; or membership of a trade union; or  

sexual orientation or practices; or criminal record; that is also personal information; or  (b)  health information about 

an individual; or (c)  genetic information about an individual that is not otherwise health information; or (d)  biometric 

information that is to be used for the purpose of automated biometric verification or biometric identification; or (e)  biometric 

templates”. The European Commission (EC), Directive 95/46/EC uses the same term as the OECD Guideline.  Directive 

95/46/EC  defines ‘personal data’ as ‘any information relating to an identified or identifiable natural person’ while the OECD 

defines ‘personal data’ as ‘any information relating to an identified or identifiable individual (data subject)’. 
18 Privacy Act 1988 (Cth) s 6 defines ‘consent’ to mean express consent or implied consent. 
19 Pearson, S. (2009). Taking Account of Privacy when designing Cloud Computing Services, Proceedings of the 2009 ICSE 

Workshop on Software Engineering Challenges of Cloud Computing, pp. 44-52 at p. 46. 
20 King, N. & Raja, V.T. (2013) above n 5 at 414; Tene, O. & Polonetsky, J. above n 1 at 64; Mansfield-Devine, S. (2008) 

Danger in the clouds, ACM Digital Library, Journal Network Security, 12 (9) <http://dl.acm.org/citation.cfm?id=2304460>. 
21 Mansfield-Devine, S. (2008) above n 20. 
22 Australian Law Reform Commission. (1983). Privacy, ALRC 22 at p. 1391. 
23 Fair information practices set standards governing the collection and use of personal information and address the issues of 

privacy and accuracy of personal information. Reidenberg, J. R., (1994-1995). Setting Standards for Fair Information Practices in 

the U.S. Private Sector, Iowa Law Review 80, pp. 497-551 at p. 498.  
24 Organisation for Economic Cooperation and Development (OECD), (1980). Guidelines Governing the Protection of Privacy 

and Transborder Flows of Personal Data (‘1980 OECD Guidelines’) 

<http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm>. 
25 European Union, European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24 October 

1995 on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such 

Data (‘Directive 95/46/EC’) [1995] OJ L 281/31 <http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML>. 

http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#record
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s81.html#member
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s81.html#member
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s81.html#member
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#record
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#personal_information
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#personal_information
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#health_information
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#health_information
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
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12 July 2002 concerning the Processing of Personal Data and the Protection of Privacy in the Electronic Communications 

Sector (Directive on Privacy and Electronic Communications) (‘Directive 2002/58/EC’)26 provide  for information privacy 

protection. All OECD member countries, including Australia, have endorsed the 1980 OECD Guidelines 27 and passed national 

information privacy protection laws based upon the guidelines.28 Although non-binding on countries outside the European 

Union, the Directives referred to, in particular Directive 95/46/EC, have influenced privacy legislation in many countries 

including the United States of America 29 and Australia.30  

Over the years, there have been law reform initiatives at the international and national levels to overcome some of the 

inconsistencies, gaps and limitations in the regulation of information privacy protection. These inconsistencies in privacy laws, 

gaps and limitations to privacy protection is partly due to the advanced technological developments and innovative technologies 

used to collect information over the Internet by individuals and businesses. For example, in early 2012, the EU unveiled its 

proposal to further improve data protection regulation in the EU.31 Subsequent to the unveiling of the EU proposal Article 29 

Data Protection Working Party, Opinion 01/2012 on the data protection reform proposals, 32 the Obama administration released 

its ‘Consumer Privacy Bill of Rights’33 and the Federal Trade Commission (‘FTC’) issued its Final Report on the “Protecting 

Consumer Privacy in an Era of Rapid Change” (FTC Report 2012).34 In Australia, in light of rapid developments in ICTs, recent 

developments in international approaches to information privacy protection, particularly in Europe, the ALRC addressed the 

impact of ICTs on privacy and recommended that a principles-based and compliance-orientated regimes should be adopted.35 

The recommendations of the ALRC,36 in 2012 the Privacy Act was reviewed by the federal government and resulted in the 

passing of the Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth) which came into effect on 12 March 2014.   

In relation to the regulation of information privacy in cloud computing at the international level, two of the world’s 

largest trading partners and regulators, the United States and the European Union, are significant participants in the cloud 

computing industry.37 The European Commission’s cloud computing strategy includes a number of actions to support the 

implementation of the key actions on cloud computing. The European Commission has made cloud computing a priority area for 

research, development and innovation in the first Work Programme of the Horizon 2020 Programme;38 and built on its on-going 

international dialogues with third countries on key themes in relation to cloud computing, notably with the United States, Japan, 

Korea, Brazil and with a Latin American multilateral forum (ECLAC).  Concrete results of these dialogues provide a foundation 

for Europe to benefit from a broader cloud computing market beyond the European Union.39   

                                                 
26 European Union, European Commission, Directive 2002/58/EC of the European Parliament and of the Council of 12 July 

2002 concerning the Processing of Personal Data and the Protection of Privacy in the Electronic Communications Sector 

(Directive on Privacy and Electronic Communications) (‘Directive 2002/58/EC’) [2002] OJ L 201/37 <http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML>. 
27 The 1980 OECD Guidelines were formally adopted by the Australian federal government in 1984, <http://www.oecd.org>. 
28 Privacy Act 1988 (Cth).   
29 The U.S. entered into a Safe Harbour Agreement with the European Union is designed to allow U.S. companies to opt-in to 

and adhere to the fair information principles outlined in the Directive 95/46/EC, 

<http://ec.europa.eu/justice/policies/privacy/thridcountries/adequacy-faq1_en.htm>. 
30 See for example, Privacy Act 1974 (US); and Privacy Act 1988 (Cth).  For detailed discussion refer to Flaherty, D. H., (1989). 

Protecting Privacy in Surveillance Societies: The Federal Republic of Germany, Sweden, France, Canada, and the United 

States. University of North Carolina Press, at p. 306; Cate, F. H., (1997) Privacy in the Information Age. The Brookings 

Institution Press, at pp. 32, 220. 
31 European Union, European Commission, Commission Proposal for a Regulation of the European Parliament and of the 

Council on the Protection of Individuals with Regard to the Processing of Personal Fata and on the Free Movement of Such data 

(General Data Protection Regulation at 1, COM (2012) 11 final (Jan 25, 2012) [hereinafter referred to as Draft Data Protection 

Regulation] available at <http://ec/europa.eu/justice/data-protection/dcument/review2012/com_2012_11_en.pdf>; See also 

European Union, Council of Europe, The Consultative Committee of the Convention for the Protection of Individuals with 

Regard to the Automatic Processing of Personal Data (STS No. 108); Final Documentation on the Modernisation of Convention 

108: New Proposals, T-PD-Bur(2012)01Rev2_en, Strasbourg, (17 September 2012) 

<http://www.coe.int/t/dghl/standardsetting/dataprotection/TPD_documents/T-PD_2012_04_rev_en.pdf>.  
32 European Union, European Commission, Article 29 Data Protection Working Party, Opinion 01/2012 on the data protection 

reform proposals, <http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2012/wp191_en.pdf>.  The Working Party was set up under Article 29 of Directive 95/46/EC. It is an 

independent European advisory body on data protection and privacy. The Working party’s role and task are described in Article 

30 of Directive 95/46/EC and Article 15 of Directive 2002/58/EC. 
33 The White House, Consumer Data Privacy in a Network World: A Framework for Protecting Privacy and Promoting 

Innovation in the Global Digital Economy (hereinafter referred to as ‘Consumer Privacy Bill of Rights’). 
34 Federal Trade Commission. (2012). Protecting Consumer Data Privacy in an Era of Rapid Change: Recommendation for 

Business and Policy Makers. (hereinafter referred to as ‘FTC Report 2012’) 
35 Australian Law Reform Commission (‘ALRC’), (2008). For Your Information: Australian Privacy Law and Practice, (Report 

No 108 (2008)).  
36Australian Law Reform Commission (‘ALRC’). (2008) above n 35. 
37 King N, & Raja, V.T., (2013) above n 5 at p. 415. 
38 European Union, European Commission. (2014). Work Programme of the Horizon 2020 Programme, 

<http://ec.europa.eu/programmes/horizon2020/en/h2020-section/information-and-communication-technologies>. 
39 European Union, European Commission. (2014). Commission Staff Working Document, Report on the Implementation of the 

Communication 'Unleashing the Potential of Cloud Computing in Europe' Accompanying the document Communication from 

the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of 

http://ec/europa.eu/justice/data-protection/dcument/review2012/com_2012_11_en.pdf
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The next section focuses on the initiatives in the United States for the regulation of personal information privacy 

protection generally and in respect to cloud computing. It is not within the scope of this article to examine every aspect of 

information privacy law in the U.S., but rather only those aspects which reflect the protection of personal data and sensitive data.   

 

3.2 The United States (U.S.) 
 

The U.S approach takes a different approach to regulation that in the European Union. In contrast to the EU and 

Australia, there is no comprehensive federal legislation in the U.S. that set minimum requirement to protect privacy and personal 

data.40 The U.S. has resisted calls for omnibus or comprehensive legal rules for fair information practice in the private sector.  

3.2.1 Legal Rules 
 

Legal protection for information privacy is ad hoc and on a targeted basis while industry norms has elaborated 

voluntary norms for fair information practices.41  As a result there is no specific regulation that limit the cross border flows of 

consumers’ personal data. This is because the flow of information has a large economic impact and business rely on personal 

information for activities and standards of fair information practices has benefits and burdens. The Federal Trade Commission 

(FTC) is the leading federal consumer protection agency that has regulatory authority to address failure to secure sensitive 

consumer data and the power to investigate and remedy unfair or deceptive business practices.42 The Federal Trade Commission 

Act of 2006 (‘FTCA’) prohibits ''unfair or deceptive acts or practices in or affecting commerce.43 In contrast to Directive 

95/46/EC that provides a broad definition of personal data and special categories of persona data, 44 the FTC does not define 

sensitive data. However it is agreed that there are five categories of data are sensitive, such as: information about children, 

financial, health information, Social Security numbers, and precise geo-location data.45 There is federal legislation that protect 

data collected by online services about children under the age of thirteen,46 data collected by financial institutions, data collected 

by credit reporting agencies47 and patient data by health care providers.48 Such legislation effectively define categories of 

personal data that is sensitive consumer data.  For example, the Gramm-Leach-Bailey Act of 1999 (“GLB”)49 provides for 

safeguard rules that requires companies handling non-public personal information to have written information security policies 

that describe how a company has prepared for and plans to protect non-public personal information.  In addition to the GLB, 

Health Insurance Portability and Accountability Act 1996 (“HIPPA”) also provides consumer protection in that it protects 

personal information and sensitive data. The HIPPA sets standards for the protection of personally identifiable health 

information. The regulations adopting the HIPPA, specify eighteen ‘protected health identifiers’ (PHI) that could potentially 

identify a patient.  There are other U.S law including discrimination statutes such as the Equal Credit Opportunity Act 50 prohibit 

discrimination in granting finance (loans and credit) on the basis of sex, marital status, age, race, colour, religion, national origin, 

or receipt of public income provide insight on what sensitive data mean.  

3.2.2 Industry Norms and Business Practices 
 

Industry in the U.S. has avoided the imposition of legal rules through the promotion of self-regulatory policies and 

schemes. The FTC encourages companies to implement substantive privacy protection that include reasonable data security 

measures and limits, sound data retention and disposal best practices. For example, the FTC recommends that companies provide 

consumers: with easy to use choice mechanisms that allow consumers to control whether their data is collected and how it is 

                                                                                                                                                             
the Regions 'Towards a thriving data-driven economy' Brussels, 2.7.2014, SWD (2014) 214 final {COM (2014) 442 final}, 

(2014) 1-6, 6. 
40 Reidenberg, J. R., (1994-1995), above n 23, at pp. 501-504. 
41 Ibid. at p. 500. 
42 Federal Trade Commission Act of 2006, 15 U.S. C § 41; see King N. & V T Raja, V.T. (2013) above n 5, at pp 426 - 427. 
43 See section 5 of the Federal Trade Commission Act of 2006 (‘FTCA’) (15 U.S. Code § 45). 
44 European Union, European Commission, Directive 95/46/EC, Art 2 defines personal data as “any information relating to an 

identified or identifiable natural person (‘data subject’); and identifiable person is one who can be identified, directly or 

indirectly, in particular to an identification number or one or more factors specific to his physical, psychological, mental, 

economic, cultural or social identity”; and Art 8 prohibits the processing of ‘special categories of data’ that reveal the racial 

origin, political opinions or religious or other beliefs, personal data on health, sex life or criminal convictions of natural persons 

without explicit consent. 
45 Federal Trade Commission, (2012) Protecting Consumer Data Privacy in an Era of Rapid Change: Recommendation for 

Business and Policy Makers, (hereinafter referred to as ‘FTC Privacy Report 2012’) at 58-59; King N. & V T Raja, V.T. (2013) 

above n 5, at pp. 428 - 429. 
46 Children’s Online Privacy Protection Act 1988 (COPPA)  15 U.S.C. §§ 6501–6506 (Pub.L. 105–277, 112 Stat. 2681-728, 

enacted October 21, 1998). 
47 Gramm-Leach-Bailey Act 1999, also known as the Financial Services Modernization Act of 1999, (Pub.L. 106–102, 

113 Stat. 1338, enacted November 12, 1999) [hereinafter referred to as GLB 1999].  The GLB 1999 provides safeguard rules that 

requires companies handling non-public personal information to have written information security policies that describe how a 

company has prepared for and plans to protect non-public personal information.  
48 Health Insurance Portability and Accountability Act 1996, Pub L. No 104-191, 1173, 10 Stat 1936, 2024-25 (codified as 

amended at 42 U.S.C 1320d-2 (Supp.2011) [hereinafter referred to as HIPPA 1996].   
49 Gramm-Leach-Bailey Act 1999 above n 47. 
50 Equal Credit Opportunity Act Amendments of 1976, Pub. L. No. 90-239, 90 Stat. 251 (codified as amended 15 U.S.C § 1691 

(a) (2006); King N. & V T Raja, V.T. (2013) above n 5 at p. 429. 

http://en.wikipedia.org/wiki/Title_15_of_the_United_States_Code
http://www.law.cornell.edu/uscode/15/6501.html
http://www.law.cornell.edu/uscode/15/6506.html
http://legislink.org/us/pl-105-277
http://en.wikipedia.org/wiki/United_States_Statutes_at_Large
http://www.gpo.gov/fdsys/granule/STATUTE-112/STATUTE-112-Pg2681-728/content-detail.html
http://legislink.org/us/pl-106-102
http://en.wikipedia.org/wiki/United_States_Statutes_at_Large
http://www.gpo.gov/fdsys/granule/STATUTE-113/STATUTE-113-Pg1338/content-detail.html
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used; improve transparency of their data practices by providing privacy notices that are clear and concise and include statements 

describing the company’s data collection practices and use; and reasonable access to their stored consumer data.51 In addition, 

the HIPPA provides that the PHI must be protect from disclosure by reasonable and appropriate means including administrative, 

physical and technical safeguards and risk assessments. The technical safeguards required for PHI that are likely relevant to 

cloud service applications include those related to ‘passwords and keys, unique identification, digital signatures, firewalls, virus 

protection, virtual private networks and encryption.52  

However, there is consensus that self-regulatory models have broken down and there are concerns for the privacy and 

security of personal information on the Internet and/ or in the cloud.53 There are some critical limitations in the state of cloud 

technology and information systems management. These limitations arise for example, when the data created and/or use in the 

cloud is subject to hacking and attacks, long power outrages and other data centre related disasters that could have significant 

impact on businesses continuity of clients. For example, although technical and managerial controls may be in place to ensure a 

consumer’s privacy and security of personal data, it may not always be possible to implement technical mechanisms to controls 

in the cloud to protect the privacy and security of sensitive consumer data at all times. The cloud service provider’s the disaster 

recovery procedures may be inadequate and this may result in the client losing or be unable to access sensitive consumer data or 

other related data that is stored in the cloud service provider’s data centre as and when the customer needs the data store in the 

cloud. The backup service provided by the cloud service provider may also be inadequate. In addition, many cloud service 

providers do not provide their customers adequate information about their security policies and disaster recovery procedures 

related to the cloud service provider’s operations. Such practices of low transparency may be in conflict with their client’s 

information privacy compliance requirements.54 Securing personal data or sensitive data may be a problem in the cloud as 

identity access management systems that depend on user name and passwords built and sued to secure information on personal 

computers or in a network folder are not designed for interoperability.55 According to Morrow, information in the cloud is much 

more dynamic and fluid that information on a desktop or a network folder. Password fatigue often arise when consumers are 

required multiple passwords to secure personal and sensitive information. The cloud make it even more difficult to manage 

identity access as it complicates the open movement of data and accessibility of data from several different geographical 

locations. So a better regulation, security mechanism to adequately manage identity in the cloud and new ways to protect 

information will be necessary.56  The next section discusses privacy laws in Australia that protect personal information and 

sensitive information. 

 

3.3  Australia  
 

International recognition of privacy as an important human right does not automatically translate to privacy for 

Australians being recognised as an enforceable legal right in all circumstances. There is no right to privacy under the common 

law in Australia.57 Some information privacy protection exists under the Privacy Act 1988 (Cth) (‘Privacy Act’) and other federal 

legislation, as well as under state and territory legislation.58 As noted previously, the Act is significantly influenced by the OECD 

Guidelines and EU Directive 95/46/EC. Alongside statutory regulation, there is industry regulation in the form of Codes of 

Practice.59 Industry codes provide guidelines based upon fair information collection practices, transparency and accountability. 

Nevertheless concerns exist about whether the above-mentioned legislation and industry regulation are able to provide adequate 

                                                 
51 FTC Privacy Report 2012, above n 45 at 24 - 64. 
52 Harshbarger, J. A., (2011) Cloud Computing Providers and Data Security law: Building Trust with United States Companies, 

Journal of Technology Law & Policy, 16 p.229-254 at p. 240. 
53 King N. & V T Raja, V.T. (2013) above n 5, at p. 413. 
54King N. & V T Raja, V.T. (2013) above n 5, at p. 434. 
55 Morrow, S. (2011). Data Security in the Cloud. In Buyya, R. et al. (Eds.). Cloud Computing Principles and Paradigms, 1-664 

at 580. 
56 Ibid.  
57 This paper does not deal with the limited developments in the common law for the protection of privacy, which has little 

general impact on privacy-invasive technologies in e-commerce, nor does it consider recent debate as to whether there should be 

a statutory tort of privacy. 
58 The Privacy Act 1988 (Cth) regulates the handling of personal information by Australian Commonwealth, ACT and Norfolk 

Island government agencies and certain private sector organisations. In addition to the Privacy Act, the Competition and 

Consumer Act 2010 (Cth) provides some protection to consumers against misleading and deceptive conduct by businesses in 

relation to advertising, while the Telecommunications Act 1997 (Cth), Telecommunications (Interception and Access) Act 1979 

(Cth), Spam Act 2003 (Cth) and Surveillance Devices Act 2004 (Cth) provide some information privacy protection in relation to 

the activities of telecommunications providers, ISPs, retailers, e-marketers and direct marketers.  This article does not consider 

state legislation which may impinge on privacy issues.  Such legislation includes the Privacy and Personal Information 

Protection Act 1998 (NSW); Health Records and Information Privacy Act 2002 (NSW); Information Privacy Act 2009 (Qld); 

Personal Information Protection Act 2004 (Tas); Information Privacy Act 2000 (Vic); Freedom of Information Act 1992 (WA). 
59 The Australian Privacy Principles (‘APPs’) under the Privacy Act 1988 (Cth) do not apply where there are comparable 

industry codes or codes under other legislation.  For example, the Australian Communications and Media Authority regulate 

industry codes in the telecommunications sector including the Telecommunications Consumer Protection Code and the E-

marketing Code of Practice.  The Direct Marketing Code of Practice is regulated by the Australian Direct Marketing Association.  

The Do Not Call Register Act 2006 (Cth) also provides for an industry code relating to the marketing industry. 
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and effective protection for personal information in web servers.60 The literature indicates that the general view amongst privacy 

advocates is that there is inadequate regulation of the internet and its stakeholders.61 

 

3.3.1 Statutory Regulation under the Privacy Act 
 

The Privacy Act sets out minimum standards or obligations in relation to the collection, use and disclosure, access to 

and correction of personal information which are broadly based on the eight basic principles of national application in the 1980 

OECD Guidelines.62 It provided two sets of ‘fair information practice’ principles, one  relating to the public sector (the 

Information Privacy Principles (IPPs)) and the other applying to private sector organisations (National Privacy Principles 

(NPPs)). Both the IPPs and NPPs are based on the 1980 OECD Guidelines. The Privacy Amendment (Enhancing Privacy 

Protection) Act 2012 (Cth) now amends the Privacy Act, replacing the IPPs and NPPs with a single set of 13 Australian Privacy 

Principles (‘APPs’) that will apply to ‘APP entities’,63 that is, to both Commonwealth public sector ‘agencies’ and private sector 

‘organisations’.64  APPs 1 and 2 require APP entities to consider the privacy of personal information; APPs 3, 4 and 5 deal with 

the collection of personal information including unsolicited personal information; APPs 6, 7, 8 and 9 relate to how APP entities 

must deal with personal information and government related identifiers, including principles about the use and disclosure 

(including cross-border disclosure) of personal information and identifiers; APPs 10 and 11 relate to the integrity, quality and 

security of personal information; and APPs 12 and 13 deal with requests for access to and correction of personal information.  

The single set of principles is intended to be more relevant to the future development of ICTs and enhance the protection of 

personal information in the online environment. A new s 2A will define one of the objects of the Privacy Act as the provision of 

a means for individuals to complain about an alleged interference with their privacy,65 while other amendments include a revised 

definition of ‘personal information’.66  

There are some key limitations on the application of the Privacy Act. This article will focus on three limitations that 

relate to exemptions for data collectors, the definition of personal and sensitive information and consent to the collection, use and 

disclosure of such information. First, the APPs impose obligations only on certain non-exempt private sector organisations 

involved in the collection, use and disclosure of personal information about individuals, and private sector data collectors within 

the definition of an ‘organisation’ in s 6C of the Act.67 The Act exempts individuals acting in a non-business capacity,68 small 

businesses,69 media organisations in the course of journalism,70 politicians engaged in political acts and practices,71 companies 

related to each other,72 specified government agencies73 and organisations acting under Commonwealth contract74 from the 

obligations imposed on data collectors.  In relation to the information privacy of internet, e-commerce and cloud computing, the 

most important exemption is that of small businesses.75 The number of private sector small businesses in Australia during the 

                                                 
60 Electronic Frontiers Australia. (2005). Submission to the Senate Legal and Constitutional References Committee's Inquiry into 

the Privacy Act 1988.  <http://www.efa.org.au/Publish/efasubm-slcrc-privact2004.html>. 
61 Who’s Who Legal.  (2012). The 2012 World Conference on International Telecommunications: Another Brewing Storm over 

Potential UN Regulation of the Internet,  http://whoswholegal.com/news/features/article/29378/the-2012-world-conference-

internationaltelecommunications-brewing-storm-potential-un-regulation-internet; Weiser, P. J. (2003).  Towards a Next 

Generation Regulatory Strategy 35 Loyola Law Review 41; Weiser P. J.  (2008). The Next Frontier for Network Neutrality 60 

Administrative Law Review 273; see also Philip J Weiser, P. J. (2009). The Future of Internet Regulation, 43 University of 

Colorado Law Legal Studies Research paper No 09-02. <http://ssrn.com/abstract=1344757 or 

http://dx.doi.org/10.2139/ssrn.1344757>. 
62 These principles relate to collection limitation, data quality, purpose specification, use limitation, security safeguards, 

openness, individual participation and accountability: 1980 OECD Guidelines pt 2 

<http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm>. 
63 An ‘APP entity’ (defined in s 6(1) of the Privacy Act 1988 (Cth) as amended by the Privacy Amendment (Enhancing Privacy 

Protection) Act 2012 (Cth)) must comply with the APPs set out in sch 1 of the Privacy Act as so amended: s 15.  An act or 

practice of an APP entity is an interference with the privacy of an individual if the act or practice breaches an APP in relation to 

personal information about the individual, or breaches a registered APP code that binds the entity in relation to personal 

information about the individual: s 13(1)(a)-(b). 
64 The Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth) makes no changes to the definitions of ‘agency’ and 

‘organisation’ in s 6(1) of the Privacy Act 1988 (Cth). 
65 Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth) sch 4 cl 1. 
66 Ibid, sch 1 cl 36.  Under the revised definition ‘personal information’ means ‘information or an opinion about an identified 

individual, or an individual who is reasonably identifiable: (a) whether the information or opinion is true or not; and (b) whether 

the information or opinion is recorded in a material form or not.’ 
67 ‘Organisation’ means: ‘(a) an individual; or (b) a body corporate; or (c) a partnership; or (d) any other unincorporated 

association; or (e) a trust; that is not a small business operator, a registered political party, an agency, a State or Territory 

authority or a prescribed instrumentality of a State or Territory’: ibid s 6C (definition of ‘organisation’ para (1)).   
68 Ibid s 7B(1). 
69 Ibid s 6C.  A business is a ‘small business’ if its annual turnover for the previous financial year is $3 million or less: s 6D(1). 
70 Ibid s 7B(4). 
71 Ibid s 7C. 
72 Ibid s 13B. 
73 Ibid ss 7, 8. 
74 Ibid s 7B(2).   
75 There is also the exemption in favour of related companies, particularly the provision that the collection of personal 

information (other than sensitive information) about an individual by a body corporate from a related body corporate is not an 

interference with the privacy of an individual: Privacy Act 1988 (Cth) s 13B(1A). 

http://whoswholegal.com/news/features/article/29378/the-2012-world-conference-internationaltelecommunications-brewing-storm-potential-un-regulation-internet
http://whoswholegal.com/news/features/article/29378/the-2012-world-conference-internationaltelecommunications-brewing-storm-potential-un-regulation-internet
http://ssrn.com/abstract=1344757%20or%20http:/dx.doi.org/10.2139/ssrn.1344757
http://ssrn.com/abstract=1344757%20or%20http:/dx.doi.org/10.2139/ssrn.1344757
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years 2000-01 was estimated to be approximately 97% of all private sector businesses.76 The Australian Taxation Office (ATO) 

estimates that there were around 3 million micro entities in Australia at the start of the 2013-2013 financial year.77  Micro entities 

are defined as having a turnover of equal to or more that 1 AUD and less than 2 million AUD in a financial year. The exemption 

of small businesses has the effect that a large percentage of small e-commerce businesses are not caught by the Privacy Act.  The 

Australian Bureau of Statistics reported that there were 2132 412 actively trading businesses in Australia as at June 2011;78 and 

2, 079,666 actively trading businesses in Australia at June 2013.79 The Privacy Act s 6EA allows small businesses/not-for-

profits, who would otherwise not be covered by the Privacy Act, to choose to be treated as an organisation for the purposes of the 

Privacy Act and therefore subject to the APPs and any relevant APP code. Although it permits a small business operator, who 

would otherwise not be subject to the Australian Privacy Principles (APPs) and any relevant privacy code, to opt-in to being 

covered by the APPs and any relevant APP code.80  While the Privacy Act exempts small businesses, in contrast the exemption 

does not extend to small businesses subject to the Telecommunications Act. This affects only a small group of providers in the 

telecommunications industry. The Telecommunications Act applies to ‘any person’ that would include individuals, 

telecommunications companies such as, carriers, ISPs, partnerships, members of the industry etc., involved with the handling of 

personal information through services provided by the telecommunication companies and networks. Telecommunications Act, s 

270. The Telecommunications Act imposes a strict regime on both large players, such as Yahoo, Google, Vodafone, etc., as well 

as small providers involved in the telecommunications industry. Under the Telecommunications Act pt 13, carriage service 

providers (CSPs) and ISPs are obliged to comply with the Act in relation to the handling of ‘affairs or personal particulars 

(including any unlisted telephone number or any address) of another person’ Telecommunications Act 1997 (Cth) ss 276-278. In 

contrast to the Privacy Act, the OECD guidelines81 and Directive 95/46/EC art 2(d) applies to controllers, who are defined as: the 

natural or legal person, public authority, agency or any other body which alone or jointly with others determines the purposes 

and means of the processing of personal data. Directive 95/46/EC, Article 13 allows member States to adopt legislative measures 

to restrict the scope of the obligations and rights provided in Articles 6 (1), 10, 11 (1), 12 and 21 when such restrictions 

constitute a necessary measure to safeguard national security, defence, public security, prevention, investigation, detection of 

criminal offences or breach of ethics for regulated profession, economic and financial interest of member states or of the 

European Union. In contrast to the Privacy Act, legal rules, industry norms and business practices regulate how personal 

information is treated and how it is discloses unless Congress enacts legislation or regulations or companies volunteer to self-

regulate. As mentioned above, the FTC regulates all companies that collect personal data and outlines best practice for 

companies and businesses and does not provide the basis for legal actions.82 It is suggested that the Privacy Act should extend to 

all data controllers similar to that under EC Directive 95/46/EC, art 6 that requires all data controllers comply with the privacy 

obligations unless within the exceptions related to national security, defence, public security, and criminal law. It should also be 

noted that the exemption of small business is a key reason for the failure of Australian privacy legislation to meet the adequate 

standards test under the EU provisions.  

Second, the Privacy Act distinguishes between ‘personal information’ and ‘sensitive information’ unlike the OECD 

Guidelines and Directive 95/46/EC which use the term personal data for information about an individual. The Privacy Act s 6 

defines ‘personal information’ as: any information or an opinion about an identified or reasonably identifiable individual that is 

true or not; and that which is recorded in a material form or not. Under s 6 ‘sensitive information’ is information or an opinion 

about an individual's racial or ethnic origin; or political opinions; or membership of a political association; or religious beliefs or 

affiliations; or philosophical beliefs; or membership of a professional or trade association; or membership of a trade union; 

or sexual orientation or practices; or criminal record; that is also personal information; or health information about an individual; 

or genetic information about an individual that is not otherwise health information; or biometric information that is to be used for 

the purpose of automated biometric verification or biometric identification; or biometric templates. In contrast to the Privacy Act, 

the OECD Guidelines and Directive 95/46/EC use the term ‘data controller’ to describe all those who make decisions about 

personal data.  Directive 95/46/EC applies to personal data which is defined in art 2(1) as: 

 

...any information relating to an identified or identifiable person (‘data subject’); an identifiable person is one who can 

be identified directly or indirectly, in particular by reference to an identifiable number or to one or more factors 

specific to his physical, psychological, mental, economic, cultural or social identity.  

 

It goes on to define an ‘identifiable person’ in art 2(2) as: 

                                                 
76 According to the Australian Bureau of Statistics, there were 1 233 200 private sector small businesses in Australia during 

2000-01 which represented 97% of all private sector businesses. See Australian Bureau of Statistics website at 

<http://www.abs.gov.au/AUSSTATS/abs@.nsf/mf/1321.0>. 
77 The Treasury, Australian Small Business. (2012). Key Statistics and Analysis, Commonwealth of Australia, pp. 1-110, at p. 36 

< http://www.treasury.gov.au/PublicationsAndMedia/Publications/2012/sml-bus>. 
78 Ibid. at p. 35. 
79 Australian Bureau of Statistics, (2013). Summary of Findings. <http://www.abs.gov.au/ausstats/abs@.nsf/mf/8165.0> 

(accessed on 27 September 2014). 
80  Small businesses and not-for-profit organisations with an annual turnover of AUD 3 million or less and that are not health 

service providers or do not trade in personal information for benefit service or advantage are not covered by the Privacy Act 

1988 (Cth) may opt-in to be treated as an organisation for the purposes of the Privacy Act and be subject to the APPs and any 

relevant APP code. See Office of the Australian Information Commissioner, Opt-in Register 

<http://www.oaic.gov.au/privacy/applying-privacy-law/privacy-registers/opt-in-register> (accessed 27 September 2014). 
81 OECD Guideline, above n 24. The Guidelines define a data controller to mean: ‘a party who, according to domestic law, is 

competent to decide about the contents and use of personal data regardless of whether or not such data are collected, stored, 

processed or disseminated by that party or by an agent on its behalf’.   
82 FTC Privacy Report. (2012), above n 45 at 1. 

http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#record
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s81.html#member
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s81.html#member
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s81.html#member
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#record
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#personal_information
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#personal_information
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#health_information
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#individual
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/s6.html#health_information
http://www.abs.gov.au/ausstats/abs@.nsf/mf/8165.0
http://www.oaic.gov.au/privacy/applying-privacy-law/privacy-registers/opt-in-register
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…one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or 

more factors specific to his physical, psychological, mental, economic, cultural or social identity.  

 

As discussed above, the FTC does not define personal or sensitive data but provides five categories of data that are sensitive. 83 

These broader definitions extend to those who make decisions about personal data not just those who collect, store or process 

that data. It is the data controller that must notify the supervisory authority of the collection, processing, purpose of collection, 

and expected disclosure and usage of the personal data.  

The third limitation relates to consent. Consent is the expression of autonomy, the right for individuals to make 

decisions about how they will live their lives.84 Consent is the mechanism by which the individual e-commerce user exercises 

control over the initial collection, use or disclosure of personal information. The Privacy Act 1988 (Cth) s 6 defines ‘consent’ to 

mean express consent or implied consent. In contrast, Directive 95/46/EC, Article 2 (h) defines ‘consent’ as, ‘any freely given 

specific and informed indication of his wishes by which the data subject signifies his agreement to personal data relating to him 

being processed’. The requirement of unambiguous consent under Directive 95/46/EC provides greater protection than the 

Australian provisions where implied consent is frequently sufficient.  Further, although the Privacy Act appears to protect 

individual privacy interest the legislation provides exceptions that protects the interest of businesses. The exception to the 

requirement for consent to the collection, use and disclosure and the cross border transfer of personal information under the 

Privacy Act gives rise to risk of invasion of privacy, and misuse of personal information for commercial purposes. In the online 

environment, when businesses are involved in data mining and providing cloud computing services it is not possible for 

consumers to know how their personal and sensitive information is being collected, used or disclosed and to consent to the 

transfer of their personal information across national borders. The collection, use and disclosure, and cross border flow of 

personal information is regulated under APPs 3, 4 and 5 that deal with the collection of personal information including 

unsolicited personal information. Under APP 3, an APP entity must not collect personal information unless such information is 

directly necessary for the entity’s function or activities, and APP3.3 provides that an APP entity must not collect sensitive 

information about an individual unless the individual consents to the collection of the information. APP6 provides for use and 

disclosure of personal information and provides that information collected for primary purposes must not be used or disclosed for 

secondary purposes without the consent of the data subject. However, APP6(7) makes an exception and provides that APP 6 

does not apply if such information is used or disclosed by that entity for direct marketing purposes or government related 

identifiers. APP8 provides that before a non-exempt entity discloses personal information about an individual to an overseas 

recipient, the entity must take steps, as are reasonable in the circumstances, to ensure that the overseas recipient does not breach 

the APP in relation to the information, (APP8(1). However, APP8 (2) provides that APP8 (1) does not apply to the disclosure of 

personal information about an individual by an APP entity to the overseas recipient if, the entity reasonably believes that the 

recipient of the information is subject to a law, or binding scheme that has the effect of protecting the information in a way that, 

overall, is at least substantially similar to the way in which the APPs protect the information and there are mechanisms that the 

individual can access to take action to enforce the protection of the law or binding scheme. It appears that although progress has 

been made to find a common ground through industry codes and development of fair information and privacy principles that may 

be voluntarily adopted by businesses by registering in an opt-in register as in the Australia under the Privacy Act, there are 

limitation on relying on technology and information system management to protect privacy and security of personal and sensitive 

information. For the future growth of cloud computing in Australia, regulators must provide more adequate and effective 

protection for personal information and sensitive information.  

 

4. Future Direction 
 

Given the potential growth of cloud computing, policy makers and regulators in Australia and elsewhere aim to protect 

consumers’ privacy without unnecessarily restricting the growth of the cloud computing industry. There is currently international 

co-operation in relation to information privacy, policy towards consistent and harmonised privacy laws, enforceable legal rules 

and sanctions to deter the unauthorised and unlawful use of surveillance technology and the collection of personal information 

without the consent and knowledge of data subjects. However, regulators and policy makers must also address the most 

fundamental concepts of a privacy law that include: a consistent definition of personal information (or personal data); limit the 

exemptions for businesses from compliance with the Privacy Act, impose limitation on the secondary use and disclosure of 

personal information and sensitive information without the explicit consent of the data subject. The provision of a new range of 

infrastructure and regulatory framework with assurance of a degree of privacy offered and accountability related services will 

provide certification for such assurances and mechanisms for assurance on the service provider will enhance consumer trust and 

confidence in cloud computing. In addition, cloud computing service providers and businesses must also engage in risk 

management processes that balance the benefits of cloud computing with the risks that are associated with handling of personal 

and sensitive information about their customers that they have control over in the cloud. There is increasing awareness for the 

need for design for privacy from regulators and businesses. A variety of guidelines and techniques may be used by software 

engineers to ensure privacy and mitigate risks to privacy. Concerned consumers may and should choose to take responsibility by 

informing businesses of their requirements and expectations regarding privacy as to whether they expect: to be informed of any 

additional purposes that their personal information may be used for beyond the primary purpose of the transaction, or given the 

option to deny secondary or additional uses of your personal information (this option is usually provided in the form of opting-

out of permitting the use of a consumer’s personal information for additional secondary uses or an opportunity to ‘opt-in’ to 

secondary uses); to be informed of a process that gives them the right to access any information that the business has about them, 

                                                 
83 FTC Privacy Report 2012 above n 44; and refer to discussion in [3.2.1] above. 
84 Rajaretnam, T. (2012). The Right to Consent and Control Personal Information Processing in Cyberspace, International 

Journal of Cyber-Security and Digital Forensics (IJCSDF) 1(3) pp. 232-240. 



International Journal of Business, Economics and Law, Vol. 5, Issue 4 (Dec.)                                                                                              

ISSN 2289-1552 2014 
 

 

39 

at any point in time; or a process that permits them to challenge, and if successful, correct or amend any information held by a 

business about them, at any point in time; or an option to have their personal information anonymized for data mining purposes 

and/or, an option to conduct their transactions anonymously. 85 

 

5. Conclusion 
 

This article has explored the legal and regulatory implications for information privacy arising from cloud computing; 

undertaken a comparative analysis of the privacy laws in the United States with that in Australia to provide additional insights to 

understanding the legal and regulatory implications of adopting cloud computing services in Australia; and has examined if new 

information privacy laws are needed to protect consumer information stored in the cloud and to support the growth of cloud 

computing industry in Australia. Cloud computing is relatively new and it appears that there is a great deal of interest among 

regulators and policy makers to find solutions to questions about privacy and data security in the cloud. There has been calls for 

regulatory reforms in the European Union, in the United States, Australia and elsewhere for new information privacy laws are 

needed to protect the privacy and security of sensitive consumer information stored in the cloud and support the growth of cloud 

computing industry. However, cloud readiness, providing a robust legal framework and a pro-business environment are 

challenging for governments. This is because the Internet and cloud computing is borderless and there are regulatory gap in the 

online environment. As noted above, there are complexity in laws, regulatory gaps, inconsistent definition of personal 

information and sensitive information, and the role of consent.86  While it appears that there is no parameter which leads a 

country towards better cloud readiness, there is evidence of emerging regulatory consensus on information privacy regulation in 

the European Union, the United States and in Australia.87 There is currently international co-operation in relation to information 

privacy, moving towards consistent and harmonised privacy laws, enforceable legal rules and sanctions to deter the unauthorised 

and unlawful use of surveillance technology and the collection of personal information without the consent and knowledge of 

data subjects. However, much more still needs to be done in these areas. 
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